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for IT and Telecom

Government’s IT powerhouses

Minister of Foreign Trade and Information Technology

Government CIO/Deputy Secretary-General

Information System
Authority (RIA)

State network, elD, x-
road, state portal, i-
voting etc
CERT-EE: 24/7
Incident Response, CIIP,
Crises Management &
Exercises,
Standard & Supervision

Analyses and Prevention

IT Centre of the
Ministry of Interior
(SMIT)

Ministry of Interior

Police and Border
Guard Board

Rescue Board

Internal Security
Service

Emergency Response
Centre

Population Register

Center of Registers
and Information
Systems (RIK)

Ministry of Justice
Prisons
Courts

Prosecutor’s Office

Data Protection
Inspectorate

Forensic Institute
Patent office
Competiton Authority

Cyber Command
Ministry of Defence
Joint Headquarters

ICT Centre of the
Ministry of Finance
(RMIT)

Ministry of Finance
Ministry of Culture

Tax and Customs
Board

Statistics Estonia
Shared Services Centre

Health and Welfare
Information Systems
Centre (TEHIK)

Ministry of Social
Affairs
Social Insurance Board
Health Board

National Institute for
Health Development
Astangu Vocational
Rehabilitation Centre

IT Centre of Ministry
of Environment
(KeMIT)

Ministry of the
Environment
Land Board

Environmental Board
etc




elD and trust services Cybersecurity incident
management, CERT-EE

State Portal

Standards and
Supervision

www.eesti.ee/

Critical infrastructure
information protection

IN Services

IN Services

State Network
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Analysis and

Development of elections prevention

information system

State Data Exchange
x-road



e-Estonia
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Standards

Cybersecurity.
Supervision Analysis CERT-EE

Trainings &
Exercises

Crisis management

International
cooperation

E-Identity

Special projects

Critical Information
Infrastructure Protection



State Portal

Relevant information on
various topics available in
one place

Be in contact with your country!

The state and local
government institutions can
send notifications to citizens
and companies, e-mail

Life events
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http://www.eesti.ee/

Data Exchange Layer X-road

POPULATION
REGISTER

Over 1.5 B requests per year
1000 institutions and enterprises

52,000 organisations as indirect
users of X-tee services

3000 services

1434 interfaced information
systems




Close look at cybersecurity in RIA -
responsible for country’s cyberspace

CERT-EE (CSIRT) - security =" F"
incident management, state . !
network monitoring, 24/7 -~
,,.L.m =
net

operational

Critical Information
Infrastructure Protection/

CIIP



Information Security Standard — tool to
decrease the number of incidents:

ISKE — current (old)
E-ITS —new by RIA ™~
Implementation under RIA’s supervision =~ =2
A
" Crisis management
Exercises -
Community events
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Analysing cyberspace

Prevention and awareness-raising




Challenges

Supply chain security
Secure government cloud
I-voting

Increased IoT

Al, biometrics




RIA’s International
Projects

EU CyberNet
(Sept 2019 - 2025)

www.eucybernet.eu

Stakeholder community, global partners

Pool of cyber security experts t_ ;‘6 S
dQ oo

LAC4 - regional cyber competence % 00

center in Santo Domingo Q\ CyberNet LAC4

and Caribbean Cyber
Competence Centre

Shares EU cybersecurity expertise




Cyber4Dev

(2018-June 2023) @)

First global EU cyber security capacity \
building project

www.cyber4dev.eu CYB ERll-

In partnership with the MFAs of the
Netherlands and UK

Countries (2|
Sri Lanka, Mauritius, Botswana, Ecuador | 2
Dominican Republic, Costa Rica, etc.
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Thank you!



